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Beware of
Scammers!

“Fraud is a silent thief cthat steals the future

while Whispering lies.” —shankar Sahney

According to the March 2025 Bankrate Survey, 34% of Americans
were victims of a scam or fraud in the past year, and the Federal
Trade Commission estimates total losses of $12.5 to $16 billion in
that year alone. Another survey found that 38% of Americans have
been scammed at some point during their lifetime.

Even savvy investors can get caught up in a financial scam - we

are all vulnerable! Sophisticated institutional investors that were
victims of Bernie Madoff’s Ponzi Scheme included Yeshiva and Stony
Brook Universities, The Royal Dutch Shell Pension Fund, Nomura
Securities, and Hong Kong and Shanghai Banking Corporation. So
too were Henry Kaufman, the former chief economist at Salomon
Brothers, Nobel Prize Winner Elie Wiesel, and Steve Spielberg.

Among the Directors duped by Elizabeth Holmes in the Theranos
scandal were former Secretaries of State George Shultz and Henry
Kissinger as well as the retired CEOs of Wells Fargo and The Bechtel
Group. Investors in Theranos included Rupert Murdoch, Larry Ellison
(the second wealthiest person in the world), and renown venture
capitalist Tim Draper.
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A few notables victimized by other fraudsters are Shohei Ohtani, Tiger Woods,
Jack Nicholson, Robert DeNiro, and Billy Joel. If it can happen to them, it can
happen to you!

In addition to financial loss, many victims experience subsequent
psychological problems. Forty-three percent of those surveyed experienced
depression, 42% developed trust issues, and 33% said they are fearful and
paranoid of future scams. The most common scams are credit card fraud,
identity theft, online shopping frauds, phishing scams, and business/job
scams. The conventional wisdom is that older Americans bear the brunt of
fraudulent activity. In reality, Millennials (age 28-43) are the most frequent
targets but the elderly suffer greater losses by a factor of two because they
generally have more substantial assets.

As wealth advisors, our role is to safeguard and enhance the financial legacy
our clients have built. While many investors focus on their portfolios, the
reality is that poor decisions outside of the investment arena often pose

a great or greater risk to lasting capital. By serving as a trusted partner

and sounding board, we aim to protect all of our clients’ assets thereby
preserving their peace of mind.

The FBI’s fraud website identifies twenty broad categories, each of which
includes a number of underlying scams. This paper focuses on the categories
that are particularly relevant to our clients, and it covers the most common
scams in each of them. More important than the descriptions of individual
frauds is a generalized list of signs that a scam may be present. Please refer
to it whenever you receive an unsolicited phone call, email, or text message.
Next, we will cover the best defenses against fraud and you will find that
diligently applying them will reduce your vulnerability to most scams. The
final section includes a list of the actions that should be taken if you believe
you are the victim of a fraud. This paper should be a good starting point, but
it is worth carefully reviewing other resources such as the fraud prevention

websites offered by the FBI and many State Attorney Generals.
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BUSINESS AND INVESTMENT FRAUD

Business and investment scams generally offer outsized returns or One common

guaranteed rewards for an up-front cash payment. The best-known example

is the Ponzi Scheme (See my 2023 white paper titled Ponzi Schemes) but tactic m thCSC

there are many more such as: frauds 18 tl’lC
« Advance fee schemes which ask for a payment in return for a future appllcauon by
benefit such as a share of a lottery prize, refund, or foreign inheritance. the scammer
« Pyramid scams that offer a payment as a reward for bringing in of considerable

new investors.
pTCSSUTC fOT a
+ Telemarketing schemes that ask for money over the phone in order to

secure a prize, eliminate non-existent legal or tax problems, and so on. quk dCClSlOﬂ

+ Crypto fraud in which scammers slowly gain the trust of well-to-do OT TCSponsc.
individuals ultimately convincing them to invest in a fraudulent
crypto platform.

One common tactic in these frauds is the application by the scammer of
considerable pressure for a quick decision or response.

BUSINESS EMAIL FRAUD

Virtually every company experiences this form of fraud on a regular basis.
Examples include:

+ Aseemingly familiar vendor who sends an invoice with a new and

unknown mailing address.

« Aphony email or even telephone call from a corporate officer asking
an associate to wire money, purchase gift cards, or otherwise make
fraudulent payments.

« An employee who clicks on a link introducing malware or freezing
access to critical data pending the payment of a ransom.

+ An email from what appears to be a familiar source asking an
employee for confidential information such as passwords or Social

Security numbers.
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With the advent of artificial intelligence, these scams have become
quite sophisticated including the use of fake telephone voices that sound

very realistic.

CHARITY / DISASTER FRAUD

While these scams can occur at any time, they are especially common
following high-profile disasters. A few examples are:

« Emails, phone calls, or written appeals for donations to a fake or
unethical charity where the majority of the proceeds are siphoned
off by insiders rather than used for the supposed charitable purpose.
Frequently, these “charities” are newly created and many have
names that are similar to and easily confused with legitimate
organizations. Many of these are “affinity” frauds which prey on
members of a family, religious or community group, or any other
collection of associated individuals.

+ Unethical contractors who take advantage of victims who suffer
property damage due to a natural disaster. Many engage in
insurance fraud.

+ Individuals who pose as government or insurance company officials in
order to collect personal information.

Most of us are particularly vulnerable to these frauds because of charitable
intent and the emotions associated with disasters.

ELDER FRAUD

Seniors are targets of fraudsters since they often have significant assets and
are hesitant to report to authorities because either they do not know how or
are ashamed of having been scammed. Common elder frauds include:

« Romance scams which prey on lonely people looking

for companionship.
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« Tech support scams in which a criminal offers to fix non-existent
computer problems in order to gain access to a device and the
sensitive information stored on it.

+ Grandparent scams in which the scammer poses as a child or
grandchild claiming to be in financial need.

« Sweepstake scams in which the perp offers to help the victim collect a
lottery or sweepstake prize in return for a fee.

« Home repair scams in which an illegitimate contractor charges an
up-front fee for work that is never performed.

« Caretaker fraud in which relatives or acquaintances misuse access to
an elder person’s assets.

+ Government impersonation scams in which a fake government
employee threatens the elder unless he remits “unpaid taxes” or
provides personal information.

Additionally, elders are subject to many of the other scams described above
such as charity, investment, and email fraud.

TIMESHARE FRAUD

The most common form of timeshare fraud involves taking advantage of
individuals who are interested in selling their timeshare ownership. These
frauds are frequently sophisticated and multilayered:

« First, the fraudster contacts the victim posing as a third-party
timeshare broker offering to assist with a sale for an upfront fee.
Of course, no such sale takes place and the initial fee is lost.

+ Frequently the perp re-approaches the victim posing as a law firm
employee who can help the victim recoup the money lost in the
previous step. The victim is asked to pre-pay legal and court fees.

« Finally, the scammer poses as a government official claiming the
payments made in the first two steps were linked to money laundering
or terrorist activity. The victim is threatened with arrest and

prosecution unless he makes additional payments.
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Another form of fraud involves selling timeshare ownership in
non-existent properties.

A key point is that those wishing to purchase or sell timeshare interests
should carefully research brokers and agents by contacting the Better

Business Bureau or a similar organization.

IDENTITY THEFT

Identity theft occurs when the scammer uses someone’s personal or financial Identity theft
information for fraudulent purposes. Unfortunately, this form of fraud is . .
widespread having been greatly enabled by the digital world. A few of the 1 partlcularly

most common variations are: harmful m that

 Financial Identify Theft involves using stolen information to open it can result in

lines of credit, make purchases, take out loans, etc. reputational

« Tax Identity Fraud occurs when a thief uses a stolen Social Security damage and a

Number to file a phony tax return and claim a refund. .
Varlety oflegal
» Medical Identity Fraud can involve illegally obtaining medical services i )

or prescriptions as well as filing phony insurance claims. prOb cms 1n

« Child Identity Theft occurs when a criminal uses the Social Security addition to
Number of a minor to open accounts or obtain loans. Unfortunately, fmancial 1055

this fraud can remain in place for years until the child applies for their
first credit card or loan.

» Criminal Identity Theft occurs when a person being arrested poses
as another person using stolen information. There have been many
occasions when a victim received a court summons totally out of
the blue!

Identity theft is particularly harmful in that it can result in reputational

damage and a variety of legal problems in addition to financial loss.
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FRAUD WARNING SIGNS

The sheer number of scams is a little depressing, but we can gain some Since fraudstcrs

comfort from the fact that there are clear warning signs, some of which will
prcy on

high—stakes
cmotions, you

1. Contactyou WlH bC
2. Dangle bait or rewards of any kind

be present in virtually every instance.

You are probably dealing with scammers if they:

WCH—SCI’VCd o

3. Ask for personal information
pQUSC bCfOl”C
4. Askyou to pay up front

. : acting,
5. Askyou to wire money, use gift cards, use a payment app,

or send crypto

Employ high pressure tactics

Require an immediate decision

Use threats of arrest, a lawsuit, etc.

e

Demand that you keep the transaction secret

10. Send a text or email with poor spelling or grammar
11. Send an email with a suspicious email address

12. Suggest there is an emergency

13. Make an offer that seems too good to be true

14. Provide information on themselves that is vague, inconsistent,
or appears manufactured

15. Offer to help you with a problem that you were not aware of

One overriding tip is to carefully evaluate your feelings. Since fraudsters
prey on high-stakes emotions, you will be well-served to pause rather than
act if you feel panic, scared, nervous, angry, in danger, or any other negative
emotion. Virtually any legitimate decision can wait a day!

Most of these signs involve good old common sense, but once again, |
suggest keeping the list handy and referring to it whenever something

seems a bit fishy.
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DO'S AND DON'TS

Some of the following are suggestions for avoiding frauds whereas others
are simply good personal and business practices.

DON'T:
+ Trust callerID
« Pay upfront
+ Click on unknown or suspicious links
« Share personal information

« Don’t act under pressure or duress

DO:
+ Check credentials using independent sources
» Shred documents
+ Resist pressure to act immediately
« Use strong passwords and change them frequently
« Check bank and credit card balances frequently
« Check your credit report periodically
+ Be careful about posting personal information on social media
« Work with local businesses where possible
« Hangup in the face of threats
« Carefully examine the sender’s email address
« Be careful what you download

« Have up-to-date anti-virus, malware, and security software on
your computer

« Be careful of public Wi-Fi in airports and similar locations

« Do pause if emotions are elevated
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WHAT TO DO IF YOU THINK YOU HAVE BEEN SCAMMED

Hopefully, the information in the previous two sections arms you against the
bad guys, but we all remain vulnerable given the sophistication of modern
fraudsters. So, if you suspect you may be a victim:

1. Immediately cut off all communication with the scammer
2. Contact your bank and credit card companies

3. Change passwords on your devices

4. File areport with the FTC, FBI, and local authorities

5. Contact the IRS if your Social Security Number may have

been involved

SAD BUT IMPORTANT

I like to write about topics that are both interesting and uplifting.
Unfortunately, this is not one of them. We carefully protect the assets
under our purview, but also assist our clients in safeguarding other aspects
of their lives. So, even though reading this paper was probably not much
fun, please absorb the information herein, remain vigilant, and feel free to

contact us for assistance.
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ATLANTA
877.955.8266

CHARLESTON
866.619.1003

GREENSBORO
855.821.4999

MEMPHIS
800.264.7498

NASHVILLE
877.386.7332

IMPORTANT NOTES AND DISCLOSURES

This White Paper is being made available for educational purposes only and should not be
used for any other purpose. Certain information contained herein concerning economic
trends and performance is based on or derived from information provided by independent
third-party sources. Diversified Trust Company, Inc. believes that the sources from which
such information has been obtained are reliable; however, it cannot guarantee the accuracy
of such information and has not independently verified the accuracy or completeness of such
information or the assumptions on which such information is based.

Opinions expressed in these materials are current only as of the date appearing herein and
are subject to change without notice. The information herein is presented for illustration
and discussion purposes only and is not intended to be, nor should it be construed as,
investment advice or an offer to sell, or a solicitation of an offer to buy securities of any type

of description. Nothing in these materials is intended to be tax or legal advice, and clients are
urged to consult with their own legal advisors in this regard.




